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Introduction

Abstract: This study examines the hegemony of falsehood in synthetic media
and the limitations of conventional communication regulation in the age of
generative artificial intelligence. Using a critical library-based method, the
research synthesizes recent national and international literature, regulatory
documents, and platform policy texts to analyze deepfakes, Al-generated
disinformation, and post-facto legal responses. The findings show that synthetic
media transforms falsehood from a representational distortion into an
algorithmically produced reality that is scalable, personalized, and difficult to
verify. Indonesia’s current cyber-regulatory framework, including the
Electronic Information and Transactions Law, remains largely reactive because
it intervenes after harmful content has circulated. This creates epistemological
and legal gaps involving velocity, accountability, intent, and platform
responsibility. The study proposes Ethics by Design as a future communication
policy paradigm that transparency, traceability, algorithmic
accountability, privacy protection, and human oversight into system
architecture. It concludes that effective synthetic media governance requires

embeds
shifting from Lex Scripta to Lex Informatica through co-regulation among the
state, industry, academics, and civil society.

Keywords: Ethics by Design, Communication Regulation, Synthetic Media,
Hegemony of Falsehood, Simulacra

The global communication landscape is undergoing a fundamental shift from
representational media to synthetic media, where text, images, audio, and video can be
produced by generative Al with a level of realism that challenges ordinary public
perception. This transformation intensifies the post-truth crisis because falsehood is no
longer created only by human propaganda actors, but can also be automated, personalized,
and distributed through algorithmic systems at high speed and scale. Recent studies show
that Al-generated disinformation, deepfakes, and synthetic media can weaken digital
authenticity, undermine journalistic trust, and create new vulnerabilities in democratic
communication. Therefore, communication policy cannot rely only on reactive sanctions
after harmful content has already circulated; it must address the technological architecture
that enables synthetic deception to become socially influential (Bontridder & Poullet, 2021;
Fatimah et al., 2024; Feuerriegel et al., 2023; Verma, 2026; von Sikorski & Hameleers, 2025).
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In this context, Ethics by Design becomes an urgent regulatory paradigm because it
requires transparency, accountability, fairness, and respect for truth to be embedded into
Al systems from the beginning of technological development. For synthetic media
governance, this means that platforms and developers should integrate content
authentication, digital watermarking, traceability mechanisms, and clear labeling of Al-
generated materials directly into system design. Such an approach shifts communication
law from merely punishing users toward regulating the code, architecture, and institutional
responsibility behind digital circulation. In Indonesia, the idea of Lex Al is also relevant
because it encourages a sui generis governance model for artificial intelligence that moves
beyond conventional legal instruments. Thus, future communication regulation should
protect the public’s right to authentic information without falling into either digital
authoritarianism or unregulated post-truth anarchy (Brey & Dainow, 2024; Lisaldy et al.,
2024; Luo et al., 2025).

Methodology

This research employs a critical library-based methodology to examine the
hegemony of falsehood, synthetic media, post-facto regulatory weakness, and Ethics by
Design as conceptual and discursive problems in communication policy. The study does not
collect empirical field data, but relies on systematic exploration, evaluation, and synthesis
of national and international academic literature, indexed journal articles, monographs,
regulatory documents, and digital platform policy texts published mainly between 2020 and
2026. This approach is appropriate because literature-based research can function as an
independent scientific inquiry when it is conducted transparently, systematically, and
critically to generate theoretical contribution rather than merely summarize previous
studies (Jamaluddin et al., 2025; Lim et al., 2022; Simsek et al., 2023; Snyder, 2024).

The analysis follows an interpretive qualitative design through three stages:
organizing sources according to major themes, displaying the theoretical relationship
between classical regulation and Al-era communication challenges, and drawing a
conceptual synthesis for future regulatory models. Critical discourse analysis is used to
examine how power, ideology, and legitimacy are embedded in policy documents and
platform governance, while philosophy of communication technology helps reveal the
ontological, epistemological, and axiological assumptions behind synthetic media systems.
Through this method, the study positions technology not as a neutral instrument, but as a
value-laden architecture that requires ethical evaluation from the earliest stage of design
and regulation (Bednar & Spiekermann, 2024; Braun & Clarke, 2021; Khan & Zaki, 2022;

Razali, 2024).

Result and Discussion
Ontological Deconstruction of the Hegemony of Falsehood in Synthetic Media
Architecture

Conventional communication regulation becomes increasingly inadequate in the era
of synthetic media because deepfakes and Al-generated disinformation do not merely
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distort existing reality but produce highly realistic informational objects that are difficult for
ordinary users to verify. Generative Al can create persuasive text, images, audio, and video
at scale, while deepfake circulation may also weaken public trust by making audiences
suspicious not only of false content but also of authentic evidence (Feuerriegel et al., 2023;
Twomey et al., 2023).

This regulatory failure is intensified by the personalization logic of digital platforms,

where Al-generated political messages can be microtargeted according to users’
psychological tendencies and communicative vulnerabilities. Therefore, synthetic-media
governance cannot rely only on content removal or post-hoc prohibition; it requires
adaptive legal frameworks, clearer platform accountability, disclosure obligations,
traceability mechanisms, and public digital-verification literacy to protect democratic
communication from Al-driven manipulation (fLabuz, 2023; Paliwang & Swandiani, 2025;
Simchon et al., 2024).

The Epistemological Impasse of Conventional Communication Regulation (A Post-Facto
Paradigm Critique)

A critical review of Indonesia’s Electronic Information and Transactions Law,
including its second amendment through Law No. 1 of 2024, shows that conventional cyber-
regulation still tends to operate through a post-facto legal logic: the state intervenes after
harmful electronic content has circulated, been reported, or generated social disturbance.
This model becomes increasingly inadequate in the synthetic-media era because deepfakes
and Al-generated disinformation move faster than investigation, prosecution, and
adjudication, while current Indonesian frameworks still contain legal gaps in defining Al
responsibility, deepfake misuse, and platform-based content moderation (Anggara, 2026;
Febryani, 2025; Hailtik & Afifah, 2024; Republic of Indonesia, 2024; Respati, 2024).

The failure of post-facto regulation is also visible in three structural problems: the
pacing problem between rapid Al innovation and slow legal reform, the ambiguity of mens

rea when autonomous or semi-autonomous Al systems generate harmful outputs, and the
tension between content removal, freedom of expression, and public legitimacy. Therefore,
regulating synthetic media requires more than blocking or deleting content; it demands
adaptive legal design, risk-based accountability, transparent moderation standards,
stronger attribution mechanisms, and human-rights-oriented governance that can respond
to deepfake harms before they become irreversible public damage (Currie et al., 2025;
Kozyreva et al., 2023; Romero Moreno, 2024; van der Sloot & Wagensveld, 2022).

The Construction of the Ethics-by-Design Paradigm in Communication Regulation
Facing the limitations of reactive digital regulation, this study argues that
communication governance must shift toward an Ethics-by-Design paradigm, in which
ethical values are embedded from the earliest stages of technological design rather than
imposed only after social harm occurs. This paradigm is consistent with value-sensitive and
socio-technical approaches to Al, which emphasize that digital systems are never neutral
infrastructures but designed environments that can encode transparency, accountability,
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privacy protection, fairness, and human oversight into their technical architecture (Brey &
Dainow, 2024; Buijsman, 2024; Sadek et al., 2024).
In the context of synthetic media and Al-driven communication platforms, Ethics-

by-Design requires four integrated safeguards: proactive transparency through clear
disclosure and traceable digital provenance, algorithmic accountability through
independent audits and impact assessment, privacy and verifiability by default to reduce
manipulative data extraction, and human-in-the-loop oversight for high-risk decisions
involving public information. Such a model is particularly relevant for Indonesia because
comparative policy analysis suggests that national Al governance should move toward risk-
based regulation, algorithmic auditing, transparency obligations, and stronger institutional
accountability in order to respond to the rapid development of Al communication systems
(Radanliev, 2025; Revolusi & Febriandy, 2025).

Transforming Lex Scripta to Lex Informatica: Implementation and Challenges

The implementation of Ethics-by-Design in communication policy requires
policymakers to move beyond purely textual regulation and recognize platform
architecture, source code, and technical standards as normative instruments that can shape
user behavior before harm occurs. However, recent scholarship also warns that the classical
“code is law” thesis cannot be applied mechanically to generative Al because these systems
are often opaque, adaptive, and emergent; therefore, Al-driven communication
infrastructures require hybrid governance through technical standards, platform
guardrails, transparency duties, and risk-based oversight (Cantero Gamito & Marsden,
2024; Dong et al., 2025; Judge et al., 2025).

At the same time, this paradigm faces serious political and ethical challenges because
Big Tech platforms possess infrastructural power over data, algorithms, and digital markets,
while developing countries such as Indonesia must avoid both weak digital sovereignty and
excessive regulation that suppresses local innovation. Therefore, future communication
governance should adopt a co-regulatory model in which the state defines public-interest
principles, industry embeds safeguards and transparency mechanisms by design, and

academics, civil society, and ethical-religious communication experts act as independent
auditors to ensure that Al systems remain accountable, culturally contextual, and resistant
to algorithmic colonialism (Ahmed, 2026; Fazriati et al., 2025; Gu, 2023; Putri, 2026;
Sitabuana et al., 2024).

Conclusion

This study concludes that the rise of synthetic media has transformed falsehood from
a simple problem of distorted representation into an algorithmically generated reality that
is scalable, personalized, and difficult to verify. Deepfakes and Al-generated disinformation
weaken public trust not only by spreading false content, but also by making authentic
information appear doubtful. In this context, conventional communication regulation
becomes insufficient because it still operates through a post-facto paradigm, where legal
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intervention occurs only after harmful content has circulated and produced social
disruption.

The study also finds that Indonesia’s existing cyber-regulatory framework, including
the Electronic Information and Transactions Law, still faces serious limitations in
responding to Al-driven communication harms. These limitations include the speed gap
between legal processes and technological innovation, uncertainty over algorithmic
responsibility, and the difficulty of balancing content moderation with freedom of
expression. Therefore, synthetic media governance cannot rely solely on blocking, deletion,
or criminal sanctions, but must address the technological architecture that enables
manipulation.

As a conceptual contribution, this study proposes Ethics-by-Design as a future
paradigm for communication regulation. This paradigm requires transparency, traceability,
algorithmic accountability, privacy protection, and human oversight to be embedded
directly into media system design. Future regulation should move from Lex Scripta toward
Lex Informatica through a co-regulatory model involving the state, technology industry,
academics, civil society, and ethical-religious communication experts. In this way,
communication policy can protect truth, public trust, and human dignity without falling
into either digital authoritarianism or unregulated post-truth anarchy.
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